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Answer Q.40r Q2,Q.3 or Q.4, Q.50r Q.6, Q.7 or Q.8.
Neat diggramsinust be drawn wherever necessary.
Draw neat figures wherever necessary.

Figuresto the right side indicate full marks.

Use of Caiculator is allowed.

Assumne suitable data if necessary.

Describethe Deffie-Hellman Key Exghangein detail . [6]
| dentify and explain the authenti¢ationmethods. [6]
Distinguish between K erberasand X509 authentication service. [9]

OR
What is Digital Signature Standard? Explain the DSS approach. [6]
Explainthe RSA agorithmin detail with the help of diagram. [6]
Explain Message Digest algorithmin detail. 9]
Explore Secure $ocket Layer Handshake protocol jin.detail. [6]
What is VPN? Explain types of VPN. [6]
Describe | PSec Protocol with its components-and Sectirity Services. [6]
OR
Distinguish between PGP and SMIME: [6]
Explain ISAKMP protocol of 1PSec. [6]

|dentify Threats to web Security and figure out how any of two among
listed are countered by particular feature of SSL. [6]
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Q5) @ Differentiate packet filtering router and stateful Inspectionfirewall. [6]

b) What istrusted system? Explain itvbrief. [6]
c) Listlimitationsof Firewall. [9]
OR
Q6) & Illustrate Screenad subnet firewall Architecture. [6]
b) List and Explain types of intrusion detection system (IDS) [6]
c) Identifyandexplore any two-password management practice. [5]

Q7) @ Identify and explore the different types of Cyber stalker-attacks. [6]

b) Illustratedife cycle of cyber forensics? [6]
c) List'olPhacking typesand exploreany 3?\What aé the counter measures
forit. [6]
OR
Q8) @ Who are cyber criminals? Whét are types of cyber crimes. [6]
b) What is Botnet? How to prétest freny botnet? [6]
c) Explaintheterms: [6]
)  Virus
i)  Phishing

i) Spoofing
Iv)  Phone phishing
V) Internet pharming

vi) Cyber Forensic
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